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Abstract; The threats, necessities, and rules of security have all changed 

in the age of mobile devices. Academic and commercial attention has 

recently been drawn to the problem of authentication for mobile 

communications networks. It's becoming more popular to study mobile 

security. This work uses a method called a systematic review to assess, 

understand, and discover all relevant research resources that could help 

address the research topic at hand. This review was executed in three 

steps: (1) deciding on a data source and search string; (2) selecting 

relevant studies; and (3) summarizing the review's findings. Identifying 

malware and intrusions, cryptography, authentication, and data breaches 

are the four main areas of concentration in contemporary Mobile Device 

Security research. Artificial intelligence might be considered the most 

widely utilized and experienced of the four approaches. Sixty-six point 

one percent of studies used open data while thirty-nine point nine percent 

used proprietary data. This study's findings have implications for both 

theory and practice, and they may inform future investigations and system 

designs pertaining to mobile device safety.. 

Keywords: Mobile device security, systematic reviews, research 

methodologies, and data sets 

1. Introduction 

Each of the three tiers of the security architecture—transport, service, and application—as 

well as the four domains—user, access, network, and application domain—have their own 

unique security features. The new mobile device ecosystem brings with it new security 

threats, needs, and rules. Research into mobile security has become a research hotspot 

because to the growing concern among academics and businesses on the authentication of 

mobile communications networks (Wang & Fang, 2019). Some of them deal with studies on 

mobile health and mobile finance. There is a tight connection between these two factors and 

the value of safety. 

The World Health Organization (WHO) defines mobile health, also known as mHealth, as 

"the use of mobile technologies to support health-related activities across the continuum of 

care, from prevention and promotion to diagnosis and treatment" (Trigo et al., 2020). Despite 

widespread consensus on the practicability and accessibility of fundamental telemonitoring 

m-health services, there are challenges to be overcome, most notably security and privacy 

concerns. 

M-money (mobile money) is also changing the lives of the great majority of people in Sub-
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Saharan Africa who do not have access to traditional banking services. The mobile money 

system (MMS) allows people in rural regions and with low incomes to access a variety of 

services at reduced rates. MMS has grown rapidly because of the many advantages it 

provides, including ease of use, reliability, rapidity, adaptability, and low cost. It lessens the 

need for people to worry about their own country's economy, eliminates certain security risks 

connected with handling cash, and shortens wait times at banks. The current two-factor 

authentication system (2FA) approach for electronic currency has been plagued by security 

concerns due to its popularity (Ali et al., 2020). 

The research landscape in the area of mobile device security is fragmented due to the wide 

variety of available datasets and approaches. This evaluation attempts to describe and 

evaluate research tendencies, commonly used datasets, and approaches taken in the field of 

Mobile Device Security from 2017 through 2021. 

2. Literature Review 

Mobile devices in the form of smartphones, personal digital assistants, tablets, and other 

mobile gadgets have become increasingly common in people's daily lives for various reasons. 

This rapidly expanding field is changing people's lives and bringing various benefits such as 

time savings, the ability to work without being tied to a specific position, and increased 

productivity. 

By using mobile devices, users can also utilize their gadgets to check their emails, tweets, or 

posts on Facebook. For example, video viewing on mobile devices surged to 40% in 2013 

from 25% in 2012 and only 6% in 2011. There has been a significant increase in mobile 

YouTube traffic is more evidence that smartphones are becoming increasingly ubiquitous. 

The growth of Facebook's mobile user base has been meteoric. A whopping 73% of 

Facebook's total users were accessed through mobile devices in the second quarter of 2013, 

up from 56% in 2012 and 43% in 2011. 

Besides passwords and credit card numbers, mobile phones may also store contact lists and 

other private data (Chan et al., 2016). The convenience of mobile banking stems from the fact 

that customers may access their accounts from any location, at any time, and from any 

device. Attackers are shifting their attention to mobile devices because they have the data 

they need and because security problems are not being adequately addressed on these devices 

(Alimardani & Nazeh, 2018; Jin et al., 2020; Vaghela, 2020). 

Research on the usage of mobile devices has been conducted in numerous industries, 

including education, retail, advertising, and others in addition to M-health and M-money, 

which were discussed in the Introduction section. Byeon and Yu (2022) investigated the 

potential of mobile AR for facilitating distant teamwork. Then, Zou and Wang (2021) looked 

at how mobile devices are being used to convey stories in online video ads. When it comes to 

mobile payment services, Jin & Lim (2021) are the ones to look at. And the matter of safety 

is paramount in every one of them. 
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Research Method 

We committed to doing a comprehensive literature review on Mobile Device Security. The 

practice of doing a Systematic Literature Review (SLR) has recently gained widespread 

popularity. Berguig and Abdelbaki (2021) and Dahiya et al. (2021) both agree that SLR is a 

reliable research technique. It's a strategy for assessing the quality of available resources and 

locating those most pertinent to answering a research question (Kitchenham & Charters, 

2007). In this literature review, we used the 2007 work of Kitchenham and Charters as our 

starting point. 

The three steps of SLR are shown in Fig. 1. In the first step, we establish why a systematic 

review is necessary. In the second phase, we assess the quality of the included and excluded 

studies, extract relevant data, and interpret our findings. The last step is a comprehensive 

report of the findings. 

5.1 Question for Studying 

The review process might be guided by the Research Question (RQ). Table 1 displays how 

the PICOC (Population, Intervention, Comparison, Outcomes, and Context) framework 

(Kitchenham & Charters, 2007) was utilized to shape the study question. The study's central 

question and stated objectives are presented in Table 2. The primary SLR mind map is shown 

in Figure 2. 

 

Fig. 1: The systematic literature review steps in this research 

Table 1: The PICOC structure on this literature review 

Population Mobile device, smartphone 

Intervention Security, datasets, methods 

Comparison Null 

Outcomes Models/methods of mobile device 

security 

Context Small and big datasets, research in 

industry and academics 
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Table 2: The research question and aims on this literature review 

ID Research Question Aim 

RQ1 What research topics do mobile 

device security researchers choose? 

Identify research topics and 

trends in mobile device 

security 

 

RQ2 

What kind of datasets are the most 

used for mobile device security 

research? 

Identify datasets commonly 

used in mobile device 

security 

research 

 

RQ3 

What kind of methods are used in 

mobile device security research? 

Identify opportunities and 

trends 

for mobile device security 

method 

 

2.1. Search strategy 

In this phase, you will design a search strategy and choose digital library resources. As part of 

this process, you will develop and refine a search term and compile a preliminary set of 

chosen research from digital sources that correspond to the search phrase. Some of the most 

popular sources of relevant past research include 

choose to get the most extensive study sample possible. In addition to the ACM Digital 

Library (dl.acm.org), we also utilize Springer (link.springer.com), ScienceDirect 

(sciencedirect.com), MDPI (mdpi.com), and ScienceDirect. 

 

Fig. 2: The SLR's core mind map on mobile device security 

The procedures below were accustomed to defining search phrase (search string): 

1. PICOC search terms, particular intervention and population, were identified. 

2. Using research questions to choose search keywords. 

3. Search phrases that are found in related keywords, titles and abstracts. 

4. Synonyms, alternate spellings, and antonyms of search phrases are defined. 

5. Create a thorough search phrase using specified words, boolean ORs, and ANDs. 

The following query was used at the end: 

http://philstat.org.ph/


Vol. 71 No. 4 (2022) 
http://philstat.org.ph 

Mathematical Statistician and Engineering Applications 

  ISSN: 2094-0343 

2326-9865 

12745 

Security and mobile devices, but not the Internet of Things 

The search phrase is modified to fit each database's unique requirements. Keyword, title, and 

abstract searches were performed on all databases. Publication dates between 2017 and 2021 

were used to refine the search. Then, we exclude everything except peer-reviewed journal 

papers and proceedings from conferences. Only studies that appeared in English-language 

journals were evaluated. 

Choose Your Studies Wisely 

The inclusion and exclusion criteria were used to select the primary studies. The criteria for 

inclusion and exclusion are listed in Table 3. 

Table 3: The exclusion and inclusion criteria 

Inclusion Criteria Exclusion Criteria 

The research is published in between 

2017 and 2021. 

Journal articles or conference 

proceedings For duplicate publications, 

just the most recent ones will be listed. 

Research that is not written in 

English. 

Research without strong 

validation. 

The process of study selection was carried out in two parts, as shown in Fig. 3: primary 

studies were excluded based on keywords, title, abstract, and then the entire text. Studies that 

do not provide the experiment's outcome are excluded from the review. The research is read 

thoroughly and be included in the next step if has a high degree of resemblance with the 

security of the mobile devices. 

 

Fig. 3: The process of finding and selecting primary studies on literature review 

2.2. Data extraction 

To address the research question, data from chosen primary studies are gathered. A form of 

data extraction was filled out for all of the 33 selected research. It was made to gather data 

from the selected research required to address the research question (see Table 4). 
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Table 4: Properties of data extraction linked to research question 

Substance Research question 

Research topics or trends on mobile device 

security 

Mobile Device security datasets 

Mobile Device security methods 

RQ1 RQ2 RQ3 

3. Result and Discussion 

3.1. Research trends 

There are 33 original research here that address the topic of mobile device safety. Figure 4 is 

a graph showing how people have been more concerned about mobile device security over 

time. There has been an increase in the number of studies published after 2018, indicating 

that they are more up-to-date research. Figure 4 further shows how important it is to study 

mobile device security. 

 

Fig. 4: The allocation of chosen research throughout the years 

3.2. Research topics and methods used in mobile device security 

We analyzed their contents and came to the conclusion that the majority of recent studies on 

mobile device security concentrate on four main areas and related methodologies: 

1. Malware and Intrusion Detection: This work makes use of the service monitor approach 

(Salehi et al., 2019), machine classification with analysis tools and algorithms (Zhang et al., 

2019), machine learning, neural networks, and deep learning (Fournier et al., 2020, D'Angelo 

et al., 2020, Millar et al., 2017, Jensen et al., 2017), IRS metric (Dey 

Second, cryptography is utilized, including lightweight cryptography techniques (Shahbodin 

et al., 2019), openkeychain (Schürmann et al., 2017), location-based cryptography (AES + 

location coordinate) (Mondal & Bours., 2018), and RSA and ECC cryptographic swarm 

optimization simplified (Mullai & Mani., 2020). 
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Token-based authentication framework (Niewolski et al., 2021) and proposed D2D security 

(Edris et al., 2021). Gait-based authentication (Zeng et al., 2021, Axente et al., 2020). 

Lightweight deep learning model secure authentication (Zeroual et al., 2021). 

Fourth, we have information invasion, also known as SonicEvasion (Pattani & Gautam, 

2021), which is the use of sound to covertly transmit information. 

Artificial intelligence might be considered the most widely utilized and experienced of the 

four approaches. One of the finest ways to automate the ever-evolving and ever-more-

essential digital transition is with the help of artificial intelligence today. 

Datasets used in mobile device security 6.3 

A dataset serves a certain function. Training data is information fed into a machine learning 

system so that a model may be developed from the information. Data used to evaluate a 

model's learning mechanism is known as evaluation data. There are several data sets used for 

training and for testing purposes. According to a review process, contemporary Mobile 

Device Security research employs a variety of datasets, including: • Private datasets (Wang & 

Fang, 2019, Trigo et al, 2020, Ali et al, 2020, Shahbodin et al, 2019, Schürmann et al, 2017, 

Mullai & Mani, 2020, Niewolski et al, 2021, Edris et al, 2021, Pattani & Gautam, 2021, 

More- Gimeno et al, 2018, Guo et al, 2018, Yan et al, 2018). 

• Malicious software from a variety of sources and families (Salehi et al., 2019; Zhan et al., 

2019; Fournier et al., 2020; Millar et al., 2017; Deypir & Horri., 2018; Mathur et al., 2021; 

Bhandari et al., 2018; Hijawi et al., 2021). 

• Minidump of malgenomes spread via contagion (D'Angelo et al., 2020). 

• Mobile biometrics for the general public (Mondal & Bours, 2018). 

(Axente et al., 2020) The UCI Machine Learning Repository. 

(Zeroual et al., 2021) • ORL and extended yale. 

Dataset APIs for Sparks (Lima et al., 2020). 

Email databases from Enron (Li et al., 2021). 

• Telephony metadata (Forte et al., 2019). 

Examples include pictures of landscapes and faces available to the public (Saharan et al., 

2021). 

According to the classification scheme shown above, public datasets are more often used than 

private ones. The results of this study provide encouraging evidence that they may be used by 

the general public or by other academics tackling the same or comparable issues or case 

studies. 

The whole mind map shown in Fig. 5 that sums up the SLR's findings on mobile device 

security is shown there. As an additional problem-solving tool, mind maps were analyzed for 
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linkages between ideas and components of a dispute. It provides a new perspective by 

helping us take into account the large picture with all the little details (Buzan & Griffiths, 

2013). It also helps in storing information and learning something new. 

 

Fig. 5: The complete mind map of the results of SLR on mobile device security 

This SLR has contributed from the academic and practical sides. First, this SLR depicts the 

four main themes in Mobile Device Security research on the academic side. Those four 

themes can guide future Mobile Device Security researchers and scholars. Second, on the 

practical side, this SLR gives insight to the developer or practitioners in the field of mobile 

security about what methods can be considered in the development process, as well as about 

datasets that can be used. 

4. Conclusion 

The purpose of this SLR is to identify and assess the methodologies, datasets, and approaches 

used in Mobile Device Security studies between 2017 and 2021. Finally, 33 Mobile Device 

Security studies published between January 2017 and December 2021 were retained for 

analysis based on the exclusion and inclusion criteria. This analysis was performed 

methodically. A systematic literature review (SLR) is a method for gathering and analyzing 

all relevant data to answer a particular research issue. The findings point to four areas where 

attention is now being paid in the field of Mobile Device Security study: malware and 

intrusion detection; cryptography; authentication; and information invasion. Artificial 

intelligence might be considered the most widely utilized and experienced of the four 

approaches. Additionally, 60.61 % of research publications used publicly available datasets, 

whereas only 39.39 % used proprietary datasets. 
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