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Abstract 

It's hard to figure out what's going on with a lot of network data because both the 

amount of data and the way it changes over time and space are getting bigger. 

When nodes are added to or taken out of a network, both the topology of the 

network as a whole and the properties of its links are dynamic and can change. 

Using the usual methods for data mining, it is either impossible or too expensive to 

process large, dynamic networks. Neither of these is the best choice. To do this, we 

came up with a technology called DNAV, which stands for "dynamic network 

analysis and visualisation." The AI based algorithm is mostly based on a dynamic 

graph, which is made up of links that are separated by time. Each edge segment in 

the network shows how the graph elements in the network, like communication 

hubs, have changed over time. The proposed static view of dynamic networks can 

make the process of visually analysing these networks much easier because. To 

study and analysis malware data classification and Thevisualisation has data 

filtering modules like time selection, hops settings, entity selection, and edge 

weight thresholds to make it easier to see large networks. to suggest using AI to 

make dynamic representations and visualizations of big data that is networked. 

Keywords: Artificial Intelligence ,Visualization Networking , big data 

 

 

Introduction  

As we move into the age of "big data," the data are becoming more complex and dynamic. On 

mobile social networks, the number of connected devices and users is expected to keep growing at 

an exponential rate. This will only make the relationships between them stronger. Anyone can 

connect to a network or cut off their connection at any time. Over time, it's possible that the 

qualities of a network's links and its other parts will change. Dynamic networks include wireless 

and mobile communication networks, social networks, the Internet of Things (IoT), sensor 

networks, and other types of networks. The topology of dynamic networks [1] changes over time 

because the links between nodes are only kept up sometimes. The spatial-temporal aspects of large 

networks and the many event links between nodes make it harder to figure out how dynamic 

networks work. Even though data mining techniques [2] have been made for analysing dynamic 

networks, it is often impossible to take into account all of the possible outcomes when working with 

large networks because of how complicated they are. Data mining and machine learning can take a 
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long time and have a lot of mistakes, so there are times when it might be better to look at dynamic 

networks visually. This is because it makes it easier for people to look for patterns than those 

algorithms. Small multiples and animation are both common ways to show how networks change 

over time. But because people's minds are limited, it can be hard to keep track of changes over time 

when using these methods. Even though there are a lot of different visual approaches, like multi-

dimensional visualisations [4–6], it is often hard to read the visualisation and keep the mental map 

up to date [7]. In the age of "big data," one of the most difficult things to do is to keep researching 

effective and scalable ways to look at huge, changing networks. Despite these problems, we made a 

simple visual analytics tool that academics and people who run dynamic networks can use to look 

for patterns in the networks they run. It's important to know that some changes in dynamic networks 

are thought to be predictable while others are not (i.e., anomalies). One of our main goals is to help 

human investigators see patterns and notice out-of-the-ordinary changes in systems that are 

complicated and always changing. The dynamic graph view, which is an important part of the 

Dynamic Network Analysis and Visualization (DNAV) tool, is the focus of this article. We use the 

graph because most people are already familiar with how it's put together (a node-link diagram). In 

dynamic graphs, which are different from static graphs, time and location information is put into the 

links between nodes using a new method. This is how static graphs work. If we let users choose the 

properties of edges, the links in our dynamic graphs can be broken up into time-bound pieces. 

When more than one status value can be used to describe a certain amount of time, the segments 

can be broken down even further. Dynamic edge attributes change over time, and these changes are 

shown by a range of colours. By breaking links into segments, we can show a dynamic network in a 

single, static view. This means that users don't have to remember how to move from one frame to 

the next, as they do with animation schemes. Our dynamic graphs now have a number of interactive 

features, like a time selection bar that lets researchers limit their analysis to a certain time frame. 

This change was made to improve how well the graphs can be scaled. Analysts can also set the 

maximum number of network hops that can be taken from any particular node in the system. When 

big networks are broken down into the smaller graphs that make up the whole network, it's much 

easier to see the network as a whole. Scalability problems are also solved by putting in place edge 

filtering that is based on edge weights (e.g., number of connections). Even though the public has 

access to about four million records of communication, we put the DNAV tool through a lot of 

tests. With the help of the suggested dynamic graph display, strange changes in the way the network 

communicates can be found in time and place. 

Related work  

With the help of more powerful high-throughput technologies and new biological data, it is hoped 

that scientists will be able to learn more about the complicated systems that make cells work. Gene 

expression measurements can be used to figure out links between genes in a cell, which could lead 

to the discovery of important interactions that upset the cell's normal state. 

Liu, A et al[1]The solid foundations of data visualisation technology that were built during the time 

of "big data analytics" can be used as a base for fitness solutions based on AI that can build on this 

base (AI). Because of this, the people who wrote this study made a VEVF, which is a good way to 

visualise movies that uses both artificial intelligence and big data analytics. The authors of this 

work use machine learning to sort sports videos into different groups. This method looks at the 
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video footage by extracting both temporal and spatial features. We start with a network of 

convolutional neural networks. On top of that, we add a layer of temporal pooling. This is where we 

start. 

Zhuang, Yt. Et al[2]Our study focuses on how artificial intelligence (AI) can be used to big data, 

thus we look at the most recent advances in AI theory and practise. In order to create AI that is 

explainable, powerful, and generalizable, we draw the following findings regarding how data-

driven machine learning can be integrated with human knowledge (common priors or implicit 

intuitions): from elementary arithmetic to sophisticated neural reasoning; from data-driven to logic-

rule-based data-driven models 

Torre-Bastida, et al.[3]In addition to analysing the published literature, bio-inspired algorithms are 

used to find developing trends and open problems in big data that haven't been solved yet but can be 

solved by these algorithms. These problems haven't been fixed yet, and they haven't been fixed yet 

either. The second thing that has been added to this work is an explanation of how bio-inspired 

algorithms need to be changed before they can be used with Big Data. In this situation, a lot of 

different data sources need to be fused together before they can be processed and mined, and bio-

inspired algorithms need to be changed so they can work. This separation makes it possible to 

compare and contrast how well existing methods work in a wide range of problem spaces and 

research areas. The goal is to find new ways to study and develop. In the end, the survey makes 

suggestions for how future research should go and lists problems that still exist in this field of 

study, even though people have tried to solve them before. 

Himeur, Y., et al.[4] If God wills it, the second part of this article will explain how AI and big data 

analytics are used in the real world. There are three examples given to show how AI and big data 

analytics can be used in BAMSs. These examples have to do with finding energy problems in 

homes and businesses and making sure that energy and performance are at their best in sports 

arenas. In the end, this article looks at some possible directions and makes some helpful suggestions 

for making BAMSs in smart buildings work better and be more reliable. 

Johnson, M., et al[5]The goal of this study is to find trends, gaps, and opportunities in the BD&AI 

workforce by using bibliometric analysis and data from job postings to draw conclusions. The 

research team started their study by using papers about BD&AI that had been published in high-

impact journals to do bibliometric analysis and build word co-occurrence diagrams. Their goal was 

to find out how changes in technology were affecting different business sectors. 

Proposed Methodology 

Scalability and changeability are two areas where visual analytics can be hard. Table 2 shows the 

current state of research for both static data and dynamic data. The data size is used to organise the 

information. Most of the time, the solutions that were made for type A or type B problems don't 

work well for large datasets that are always changing [9]. 

The "four Vs" of big data present problems, but approaches that focus on visualisation can turn 

these problems into opportunities [2].The Amount of Data: The methods were made so that very 

large data sets could be handled and conclusions could be drawn from them.Also, the procedures 

are flexible enough that they can be used to add any number of different types of data that may be 
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needed.Because of these technologies, businesses can now switch from batch processing to real-

time stream processing, which speeds up the processing.The methods not only help users make 

infographics and heatmaps that look good, but they also help them make money by getting useful 

information from huge amounts of data. Value: The methods help people make money by finding 

patterns in huge amounts of data.Big data is notoriously hard to visualise because the data comes in 

many different forms (structured, semi-structured, and unstructured). A huge amount of information 

needs to be looked at quickly. When working with a lot of data, it can be hard and take a lot of time 

to make a completely new tool for data visualisation that has efficient indexing. By combining 

cloud computing with modern graphical user interfaces, it is possible to make it easier to manage 

big data on a large scale [3]. 

Graphs, tables, texts, and trees, among other types of metadata, can cause problems for visualisation 

systems. Large data sets often have formats that are not organised. It is important to move 

visualisation closer to the data so that relevant information can be pulled from large amounts of data 

more quickly. Visualization software is best used on-site. Because the data set is so big, it might be 

hard to visualise, which means that many processes will need to run in parallel. With parallel 

visualisation approaches, the challenge is to break up a task into smaller parts that can be worked on 

at the same time [10, 11].In this age of big data, one of the most important parts of the discovery 

process is the use of good data visualisation. One way to deal with the problems caused by big 

data's high complexity and dimensionality is to use different dimensionality reduction strategies. 

There's no guarantee that they'll always be helpful, though. When there are more dimensions used 

in a visualisation, it is more likely that interesting patterns, correlations, or outliers will be found 

[11].  

 

 

Figure 1Flow chart of proposed approach  
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Challenges of Big Data Visualization 

Scalability and changeability are two areas where visual analytics can be hard. Table 2 shows the 

current state of research for both static data and dynamic data. The data size is used to organise the 

information. Most of the time, the solutions that were made for type A or type B problems don't 

work well for large datasets that are always changing [9]. 

The "four Vs" of big data present problems, but approaches that focus on visualisation can turn 

these problems into opportunities [2]. 

 The Amount of Data: The methods were made so that very large data sets could be handled and 

conclusions could be drawn from them. 

Also, the procedures are flexible enough that they can be used to add any number of different types 

of data that may be needed. 

Because of these technologies, businesses can now switch from batch processing to real-time 

stream processing, which speeds up the processing. 

The methods not only help users make infographics and heatmaps that look good, but they also help 

them make money by getting useful information from huge amounts of data. Value: The methods 

help people make money by finding patterns in huge amounts of data. 

Big data is notoriously hard to visualise because the data comes in many different forms (structured, 

semi-structured, and unstructured). A huge amount of information needs to be looked at quickly. 

When working with a lot of data, it can be hard and take a lot of time to make a completely new 

tool for data visualisation that has efficient indexing. By combining cloud computing with modern 

graphical user interfaces, big data management can be made more scalable [3]. 

Graphs, tables, texts, and trees, among other types of metadata, can make it hard for visualisation 

systems to do their jobs. Most of the time, there is no structure to how a lot of data is stored. It is 

important to move visualisation closer to the data so that relevant information can be pulled from 

large amounts of data more quickly. Visualization software is best used on-site. Because the data 

set is so big, it might be hard to visualise, which means that many processes will need to run in 

parallel. With parallel visualisation approaches, the challenge is to break up a task into smaller parts 

that can be worked on at the same time [10, 11]. 

In this age of big data, one of the most important parts of the discovery process is the use of good 

data visualisation. One way to deal with the problems caused by big data's high complexity and 

dimensionality is to use different dimensionality reduction strategies. There's no guarantee that 

they'll always be helpful, though. When there are more dimensions used in a visualisation, it is 

more likely that interesting patterns, correlations, or outliers will be found [11]. 

When trying to visualise a lot of data, you might run into issues like the ones below [12]: 

Most of the objects in the dataset are too close to each other, which makes it hard to see anything. 

Users will no longer see them as two separate things. 
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Even though it can be helpful, reducing how much data is immediately visible can cause some data 

to be lost. 

Data visualisation techniques can only do so much because of the aspect ratio and resolution of the 

device and because of how people see the world. 

Because viewers can't keep up with the constantly changing visuals, they can only passively take in 

the information that is being shown. 

Because static visualisation makes it hard to see, the high performance requirement for this method 

is not very high. 

When visualising a lot of data, it can be hard to make the data easy to understand and easy to 

interact with. When data is reduced by sampling or filtering, it can hide interesting patterns or 

outliers, but when all of the data is shown at once, it can be too much for people to understand. 

When there is a lot of latency, which is caused by querying large data stores, it can be hard to talk 

in a natural way [13].Data visualisation in Big Data applications is hard to do because Big Data is 

so big and has so many dimensions. Most of the Big Data visualisation tools available today are not 

scalable, don't work well, or take too long to respond. When doing visual analytics, uncertainty can 

make it hard to make effective visualisations that take uncertainty into account [5].In [14], the 

difficulties and possible solutions of visualising large amounts of data were talked about: 

One way to fix the speed problem is to use hardware that is only used for that purpose. There is the 

chance to use parallel processing that works well and more storage space. Another option is to put 

the data in random access memory. Several computers have been set up in a grid so that this goal 

can be reached.Second, getting control of the data: If you want to find a solution to this problem, 

you need to have the right kind of domain expertise on hand.Pay attention to the quality of the data 

by using data governance or information management to make sure the records are correct.When 

presenting useful findings, it may be helpful to group data into a bird's-eye view from which 

smaller subsets of data can be seen and the data itself can be presented in an effective way.Handling 

outliers One way to deal with data irregularities called "outliers" is to either leave them out of the 

collected data or make a new chart that only shows the outliers. 

Proposed AI based model  

A voting system is a common way to combine the results of several simple classifiers. After each 

base classifier has had a chance to make a guess about each dataset instance, the voting method is 

used to decide which class each data point belongs to. Based on the vote of the base model Cj, the 

equation makes a guess about the class label of each instance x. This is like what happens when 

people vote by majority or plurality. 

 

Consider the following hypothetical situation: there are three classifiers, C1, C2, and C3, and each 

of them puts an instance of the dataset into one of two binary classes (either 1 or 0). If at least two 

different classifiers agree that a particular instance belongs in class 1, that class will be called 1. 
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When we vote with a weighted majority, on the other hand, we can give each classifier Cj a certain 

level of importance. wj is a symbol that stands for this meaning. By naming an instance in this way, 

we give ourselves the ability to use equations.  

where L is the list of names for categories that are unique and A is the characteristic 

function (Cj(x) = I L). In the example above, if each classifier had a weight of 0.6, 0.2, and 0.2, 

respectively, the final prediction would be 1. 

Results analysis  

This section talks about the experimental environment because it is important to large amounts of 

data. The proposed architecture uses open-source parts, such as Apache Spark for effective data 

preparation, HDFS for distributed storage, and Python for data-intensive analysis.. Every test is run 

on a multinode cluster with a master node, two worker nodes, and the Ubuntu 18.04.2 operating 

system. This cluster is powered by Apache Spark and has a master node and two worker nodes. The 

main server is run by an Intel(R) Core(TM) i7-5500U processor that runs at 2.4 GHz. It also has 1 

TB of RAM and 16 GB of DDR3 1600 MHz RAM. Each worker node has an Intel(R) Core(TM) 

i5-8250U processor that runs at 1.6 GHz, 8 GB of DDR4 memory, and a 1 TB hard drive. shows a 

picture of the equipment that was used in the experiment. In this section, we'll talk about what 

happened when the suggested method was used in Apache Spark. The best base classifier and the 

usual ensemble techniques are used, and then the results of using the recommended ensemble 

methods on a unified set of features are compared to those of using the usual ensemble techniques 

and the best base classifier. During our evaluation, we made sure to keep track of the model's 

accuracy, recall rates, and F1 scores. In the sections that follow, we'll talk about each of these things 

in more depth: The suggested malware detection ensemble approaches are tested on a set of 150000 

files, of which 20000 are dangerous and 92,122 are safe. The next step is to make a combined 

feature vector that has 1000 dimensions. This will require taking into account both static and 

dynamic attributes, such as file metadata, file size, packer detection, and information about sections. 

It's the job of this feature vector to give a raw value, which it does very well. 

First, let's look at the results of an experiment that was done in an environment with a lot of data. 

The experiment was about how to classify datasets. To start, 10-fold cross validation is used to 

build five basic models, and then an equation is used to figure out how well each model works. 

After that, the TPR, FPR, FNR, precision, accuracy (percent), F-measure, and MCC are used to 

evaluate the results of the base classifiers' classification work. 

Table 1 Classification results using base classifiers 

Machine 

Learning 

Model 

TPR FPR FNR Precision  F-

Measure  

Accuracy 

(%) 

MCC 

LR 0.733 0.144 0.144 0.733 0.732 83.1 0.574 

KNN 0.810 0.065 0.080 0.822 0.816 91.5 0.743 



Mathematical Statistician and Engineering Applications 
ISSN: 2094-0343 

2326-9865 
 

 
9821 

Vol. 71 No. 4 (2022) 

http://philstat.org.ph 

 

Random 

Forest   

0.833 0.039 0.053 0.844 0.838 93.7 0.788 

SVM 0.798 0.104 0.112 0.783 0.784 88.2 0.677 

Proposed 

model  

0.967 0.014 0.020 0.974 0.970 97.2 0.850 

 

Conclusion  

The images could be still or they could move around. Interactable visualisations of data are more 

useful than static data tools because they help people find new insights. Using interactive 

visualisations, it is possible to get useful information from large amounts of data. Using interactive 

brushes and making links between different visualisation techniques and network or web-based 

technologies could make scientific work easier. Web-based visualisation makes it easy to get to 

dynamic data quickly and keep graphics up to date. Some of the older ways of visualising data have 

not been made nearly as useful as they could be to deal with huge amounts of data. There is a big 

gap in the number of cutting-edge methods and tools that can be used to visualise big data across a 

wide range of big data applications. In this study, we focus on the most recent developments in Big 

Data visualisation and do a spark of the visualisation software packages that can now be used for 

Big Data visualisation. This will lead to the creation of new tools and methods for making huge 

amounts of data easier to understand. The close integration of Big Data analytics and visualisation 

could help applications that use Big Data. Immersive virtual reality is a modern and effective way 

to deal with the problem of how to manage high dimensionality and abstraction in a useful way. 

This will give a big boost to making sense of big data through visualisation. 
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